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ActiveState

Housekeeping

● We will host 2 polls during 
the webinar

● You will receive an email 
with the recording

● Submit your questions in 
the Q&A tab and we’ll 
address them at the end, 
so stick with us!

2



Introductions
Pete Garcin Evan Smith

Director of Customer Success, 
ActiveState

Director of Product,
ActiveState
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Achieving Open Source Observability
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What is your current level 
of observability? (Check 
one)

We know about vulnerabilities in:

■ Nothing, we don’t have any visibility

■ Only our top-level (ie. direct) open 
source dependencies

■ All layers of open source 
dependencies (ie. including transitive)

■ All of the above plus we have 
provenance and a secure build process

■ Don’t know
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Poll: 



Why is Supply Chain Security Tough?

The challenge of 
visibility in open source

Codebase updates just 
don’t happen

The landscape of open 
source vulnerabilities
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Open Source Vulnerabilities and the Software 
Supply Chain
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Source Build Artifacts Cloud

Commit Malicious Code

Hardcoded Secrets

Bad IaC Templates

Code Leaks

Modify Code

Compromise Build 
Systems

Bypass CI/CD

Compromise 
Package Repository

Use Bad Package

Insecure 
Configurations

Dependencies
Infrastructure Drift

Use Bad Dependencies

Commit Malicious 
Code
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US Executive Order on Vulnerability Remediation
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Silos and Security Checkpoints

Source: Build: Dependency:

Deployment Threats:

first party code
code review

source control

Build platform, 
CI/CD, 

artifact repository

compromised 
dependency

deployment process, noncompliance, 
vulnerabilities
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Combinatorial Explosions of Complexity

Tools

Pr
oc

es
s

A / A

Team 3:
A / B

A / C

B / A

B / B

Team 1: 
B / C

Team 2:
C / A

C / B

C / C

● Even with 3 disparate 
process and 3 tools things 
get quickly complicated

● How could a CISO tell who 
is doing what, when?

● How can groups observe 
each other’s outputs or 
processes cleanly?
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Accelerating the Remediation Cycle
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Remediation 
Cycle

Detect Vulnerabilities Fixing Them

Rebuilding with Fixes

Testing Fixes

Re-Deploy



How long does it currently 
take to remediate a 
vulnerability? (Check one)

■ A few hours

■ A few days or weeks

■ 1-2 months

■ 2-5 months

■ 5+ months

■ Don’t know
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Poll: 



ActiveState’s Platform in your SDLC
SAST

DAST
IAST

Open source packages First party code SDLC

CI CD Prod 
Monitoring

Infra layer

Artifact 
Repo

First layer dependencies

Transitive dependencies

SCA

ActiveStateSource Code Mgmt

Environment build
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Scenario: DevSec sends an email about two pressing issues

● Latest tensorflow must be used, 
no other versions of tensorflow 
are allowed.

● Please report any use of wheel.

CVE-2022-40898  
https://nvd.nist.gov/vuln/detail/CVE-2022-40898

An issue discovered in Python Packaging 
Authority (PyPA) Wheel 0.37.1 and earlier allows 
remote attackers to cause a denial of service via 
attacker controlled input to wheel cli.
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Project Examples

1. just-tensorflow

Top level requirements:

● tensorflow 

2. what-wheel

Top level requirements:

● boost
● bottle
● keras
● numpy
● requests
● tables
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How can these issues be addressed?

Option 1

Self Remediation

Dear DevSec, 
Everything is fine.

Sincerely,

Nothing to Worry About
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Option 2

ActiveState Platform



ActiveState
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ActiveState Platform



ActiveState

Get our Journey to Supply Chain Security eBook:
https://www.activestate.com/resources/white-papers/the
-journey-to-software-supply-chain-security/

Try the ActiveState Platform:
https://platform.activestate.com/

Join Our Early Access Program
Try our Security Dashboard and gain visibility of 
vulnerabilities across your organization!
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Thanks for Joining Us!

Q&A

https://www.activestate.com/resources/white-papers/the-journey-to-software-supply-chain-security/
https://www.activestate.com/resources/white-papers/the-journey-to-software-supply-chain-security/
https://platform.activestate.com/
https://docs.google.com/forms/d/e/1FAIpQLSdaR8X9vg_MjBWxzr3SxLakQ9P8DY4r57W1EvBGyVHYfmSS5w/viewform
https://docs.google.com/forms/d/e/1FAIpQLSdaR8X9vg_MjBWxzr3SxLakQ9P8DY4r57W1EvBGyVHYfmSS5w/viewform

