
Secure PyPI
How to create a repository of secure 
Python dependencies 
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■ Automatically build dependencies securely from source code:

● Eliminate “works on my machine” issues 

● Ensure environment reproducibility

● Eliminate dependency hell

● Ensure software supply chain security
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Automating Open Source Language Runtimes



■ Automatically build open source from source code + native libraries

Automate Builds from Source
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■ Eliminate “works on my machine” issues; promotes reproducible environments

Shared Runtime Environments

5



Eliminate Dependency Hell
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Platform Demo
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Secure PyPI
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■ Tamper-proof system creates reproducible builds of secure artifacts

Secure Build Service

9



Automatically Generate Attestations

10



■ Software Bill Of Materials (SBOM) for each of your runtime environments

Automatically Generate SBOMs
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■ Automatically monitor, notify and simplify remediation of vulnerabilities

Automate Vulnerability Management
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Distribute Secure Python Packages

13



ActiveState Platform:

■ Does not support pip installs

■ Includes Python and OS 

dependencies
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ActiveState Platform vs Artifact Repository

Artifact Repository:

■ Support pip installs

■ Does not include Python or OS 

dependencies
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Python Dependency Distribution

Artifact Repository
Artifact Repository



■ Enable Supply Chain Security - ensure data scientists and developers can work 

securely from sandbox to production.

■ Create a Curated Catalog - ensure all coders work only with approved Python 

dependencies.

■ Standardize Extensibility - install a standard Python deployment backed by an 

approved set of packages from the ActiveState Artifact Repository.

■ Eliminate Retraining - instead of learning the State Tool, developers and data 

scientists can continue working with the tools (like pip) that they already know

Why ActiveState Artifact Repository?
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Artifact Repository Demo
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Q&A



Next Steps

Schedule a demo with our product experts:
https://www.activestate.com/get-demo/

Learn more about ActiveState Artifact Repository:
https://www.activestate.com/solutions/artifact-repository/

Try the ActiveState Platform for free:
https://platform.activestate.com/
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