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ACTIVESTATE CI/CD SURVEY ActiveState

ACTIVESTATE CI/CD SURVEY

Continuous Integration and Continuous Delivery or Deployment (CI/CD) is an agile software
development best practice designed to enable more frequent and reliable code updates. The
CI/CD market is characterized by a large number of vendors with various on premise and
cloud-based offerings, but no universal out-of-the-box approach exists.

Additionally, CI/CD remains aspirational for most organizations, who have a long way to go
before they've fully automated the build, test, deliver and deploy cycle. ActiveState aims to help
change that.

This survey was undertaken to help understand what works, what doesn’t, and share best
practices so we can all improve our CI/CD implementations. It will also help ActiveState identify
the gaps our open source language automation platform can fill.

ACTIVESTATE AND CI/CD -
WHAT'S THE CONNECTION?

With a 20+ year history of open source language support for organizations both large and
small, we've seen some common pitfalls that may be negatively impacting CI/CD
implementations, including:

Reproducibility Transparency Speed
Ensuring that all systems Understanding the original “A hallmark of modern Cl is
are consistent throughout source for all artifacts spending 10 minutes to
the CI/CD chain, as well as throughout the chain can build a Docker image to run
development and improve both security and a process for 5s. "
production. compliance of production

workloads.

Here at ActiveState, we're researching how our open source language automation platform
(the ActiveState Platform) can help improve CI/CD tooling and practices.

T https://twitter.com/indygreg/status/1231008674090344449
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PART 1
DEMOGRAPHICS

Respondents to ActiveState's CI/CD survey work in a wide
range of industries at organizations of all sizes, and occupy
a number of different roles associated with either running or
managing CI/CD deployments.

While the majority of respondents have been working with
Cl/CD for at least a year, they have yet to fully implement
their solution. Many organizations are wary about pushing
directly to production every code change that successfully
passes the CI/CD pipeline. Instead, most settle for
continuous delivery to non-production systems where other
events may take place, such as manual testing, beta testing,
etc.
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Which title best describes your role?

System Administrator 2.8%
Student 0.7%

Senior Executive 2.8%

Scientist 2.8%

Product Marketing 0.7%
Product Manager 2.8%

Other 1.4%

Marketing or Sales Professional 0.7%
Manager 19.3%
Machine-learning Engineer 2.8%
Special Projects 0.7%

Full stack 0.7%

Executive 2.1%

Educator 1.4%

DevOps Specialist 11%
Development Manager 6.2%
Developer, QA or Test 2.8%
Developer 20%

Designer 3.9%

Database Administrator 1.4%
Data Scientist or Macine Learning Specialist 0.7%
Data or Business Analyst 8.3%
Data Engineer 4.1%

Academic Researcher 0.7%
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ActiveState

What best describes your responsibilities with

respect to Cl/CD?

Enterprise-wide responsibility
Department-wide responsibility
| administer CI/CD tools

| manage CI/CD processes

| use CI/CD

)
30

14.2%
21.8%
18.3%
20.3%
25.4%
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What is your organization's principal industry?

Utilities, Energy & Extraction
Transportation & Delivery

Telecommunications, Technology,
Internet & Electronics

Manufacturing

Insurance

Healthcare & Pharmaceuticals
Government

Food & Beverages
Finance & Financial Services

Entertainment & Leisure
Education

Construction, Machinery & Homes
Business Support & Logistics

Automotive

Advertising & Marketing

2.2%
6.7%
40%

2.2%
2.2%
2.2%
4.4%
2.2%
6.7%
2.2%
2.2%
6.7%
8.9%
4.4%

6.7%
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How large is your organization?

10,000 or more employees 11.7%
5.,000 to 9,000 employees 5.5%
1,000 to 4,999 employees 19.3%
500 to 999 employees 13.1%

250 to 499 employees 11.7%

100 to 249 employees 12.4%

30 to 100 employees 14.5%
Under 30 employees 11.7%
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How long has CI/CD been a standard practice
for your team(s)?

Unsure 4.1%

More than five years 14%
Three to five years 13.4%

One to three years 23.8%

Six months to one year 15.7%
Less than six months 20.3%

It isn't standard practice 8.7%
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What best describes your team's CI/CD practice?

Fully Mature 18%

Core Implementation 21.5%
Partial Implementation 33.1%
Proof of Concept 18%
Aspirational 9.3%

35
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Which CI/CD best practices have you implemented?

I Fully Implemented [ Partially Implemented Evaluating Not Used I Unsure

Continuous Integration
Continuous Delivery
Continuous Testing

Continuous Deployment

Continuous Security
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PART 2
TECHNOLOGY

Respondents use a wide range of both on premise and
cloud-based CI/CD implementations. While there's a definite
preference for Jenkins, respondents are open to trying
different solutions, especially cloud-based ones.

However the adoption of new CI/CD solutions is not
straightforward. The majority of respondents estimated it
would require between 4 months to 2 years to adopt a new
Cl/CD platform. One of the key reasons (besides license
cost) is that, while many employ best practices such as the
use of containers, there is no standard implementation
methodology. Furthermore, using custom, non-standard
runtime environments with cloud-based CI/CD solutions can
be quite complex.

The ActiveState Platform provides pre-built, custom runtime
environments that not only speed up container builds, but
also simplify and standardize cloud-based CI/CD
implementations, allowing you to create a far more portable
solution. For more information, please refer to our
“Optimizing CI/CD Implementations” white paper.
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Which CI/CD tools do your teams currently use?

Travis Cl 3%
TFS 1.3%
TeamCity 3.3%
Microsoft Visual Studio Team Services 9.3%
Jenkins 13.4%
Google Cloud Builder 0.8%
GoCD 0.2%
GitLab 8.6%
GitHub Actions 7.6%
Custom In-house Solution(s) 2%
Codeship 1.5%
Cloudbees 6%
Cirrus CI 0.2%
CircleCl 5.8%
Bitrise 0.2%
BitBucket 8.3%
Bespoke Solution(s) 0.8%
Bamboo 5.5%
Azure Pipelines 8.1%
AWS CodeBuild 9.6%
ArgoCD 0.2%
Appveyor | 4.3%
0 3 6 9 12 15
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Which CI/CD tools do your teams want to adopt?

Travis Cl 2%

TFS 2%

TeamCity 2%

Microsoft Visual Studio Team Services 7%
Jenkins 6.4%

Google Cloud Builder 0.9%

GitLab 9.3%

GitHub Actions 7.3%

Custom In-house Solution(s) 1.5%
Codeship 41%

Cloudbees 7.9%

CircleCl 4.4%

BitBucket 8.2%

Bespoke Solution(s) 0.9%
Bamboo 7%

Azure Pipelines 11.7%

AWS CodeBuild 11.9%

Appveyor | 5.5%

Page 14



ACTIVESTATE CI/CD SURVEY ActiveState

Which tool/vendor requirements are essential
requirements?

Widely adopted 11%
Tight integration 13%
Regulatory compliance 10.3%
Open source 16.4%

Not sure 0.7%

No specific criteria 4.8%
Fully supported 10.3%
Fully customizable 13.7%
Configuration only 8.2%
Best of breed 11%

API first 0.7%
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What is preventing you from adopting new CI/CD tools?

Various missing features 9.3%

There are no obstacles 2.3%

Solution too slow/doesn’t scale 7.3%

Other technical issues 7.3%

Internal disagreement 15.7%

Doesn't support needed platform 5.7%

Doesn’t support needed language or platform 1%
Doesn’t support needed language 4.3%

Doesn't integrate with needed legacy tooling 9%
Cost/effort of deployment 18%

Cost of licensing 20%

15 20
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How long would it take to adopt new CI/CD tools
in your organization?

N/A 10.7%

Unsure 10.7%

1-2 years 8.9%
7-12 months 12.5%
4-6 months 25%
0-3 months 14.3%
Immediately 17.9%
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Which major deployment platforms does your
organization use?

Windows 14.5%

Microsoft Azure 8.2%
macOS 2.7%

Linux 8.4%

Kubernetes 6.1%

i0S 6.3%

IBM Cloud or Watson 5%
IBM AIX 0.2%

Heroku 1.5%

Google Cloud Platform 8.8%
Embedded/loT (Arduino, Raspberry Pi, etc.) 2.5%
Docker 9.4%

Android 12.2%

Amazon AWS 14.3%
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Which programming languages do you support in
your CI/CD workflows?

WebAssembly
VBA
TypeScript
Tel

Swift

sSQL

Scala

Rust

Ruby

R

Python
PHP

Perl

Other
Objective C
Lua

Kotlin
JavaScript
Java
HTML/CSS
Go

F#

Erlang

Elm

Elixir

Dart
Clojure
C++

C#

C

Bash or other shell
Assembly

1.3%
1.7%
4.5%
1%
0.7%
4.8%
1.3%
0.2%
1.3%
1.3%
8.8%
4.2%
1.5%
0.2%
1.5%
0.2%
1.2%
11.7%
13%
6.5%
2.3%
0.8%
0.5%
1%
1%
1.3%
1%
11%
2.2%
3.7%
3.7%

| 4.7%

12

15
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Which artifact repositories are used at your organization?

Choose one or more.

VMware Harbor

Quay.io

ProGet

Private Docker Registry
NuGet

None

Nexus

Google Container Registry
Docker Hub

Azure Container Registry
Jfrog Artifactory
Amazon ECR

1%
2%
1%
16.7%
1%
7.5%
16.7%
5.7%
11.1%
4.7%
14%
17.6%

15 20
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How do you employ artifact repositories in a

Cl/CD context?

We don't use artifact repositories

Store artifacts generated by the CI/CD
pipeline in interim phases

Store artifacts generated by the CI/CD
pipeline in the deployment phase

Package/dependency retrieval in the setup
phase

I’'m not sure

7.3%

26.5%

30.5%

30.5%

5.2%

Page 21



ACTIVESTATE CI/CD SURVEY

ActiveState

Which tools do you use to manage dependencies and

create runtime environments in your CI/CD workflow?

Third-party language distributions
(Anaconda, Strawberry Perl, etc.)

The ActiveState Platform

Version managers
(NVM, VirtualEny, etc.)

Native package managers
(npm, pip, etc.)

Language distributions provided by a Cl tool
vendor

Language distributions provided by
0S-bundled package managers

Containers

0S-bundled language distributions

We don't manage dependencies as a part of
our CI/CD workflow

9.2%

3.9%
12.8%
19.9%
10.1%
16.6%
10.7%
15.4%

1.5%
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PART 3
KEY FINDINGS

Only ~10% of our survey respondents would characterize
themselves as being extremely satisfied with their current
Cl/CD implementation. Most respondents are still
experiencing quite a few fundamental issues with their
deployment, chief among them (besides finding
experienced staff) are keeping development and CI/CD
systems in sync, as well as working with multiple
toolchains, both of which can lead to runtime
inconsistencies.

While respondents widely use containers to help keep
things consistent/in sync, if the container is not built in a
consistent manner with the exact same manifest for both
development and CI/CD systems, discrepancies can arise.
This results in not only “works on my machine” errors, but
also developers spending more time recreating the
environment in which a bug was found than actually fixing
the bug. For more information on these issues, please refer
to our “Optimizing CI/CD Implementations” white paper.
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Overall, how satisfied are you with your CI/CD
implementation?

Extremely satisfied 10.5%
Moderately satisfied 21.5%
Slightly satisfied 11.6%
Neither satisfied nor dissatisfied 12.2%
Slightly dissatisfied 14.5%
Moderately dissatisfied 129.6%
20 25 30
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Which major drawbacks of CI/CD has your
organization experienced?

Supporting multiple operating systems is difficult 8.2%
Supporting a new language is difficult 8.2%

Our CI/CD tooling is too slow 9.8%

Increased overhead maintaining toolchain 11.8%

Increased developer stress 11%

Hard to keep local dev and CI/CD enviroments in sync 13.7%
Hard to get reproducible results 11%

Hard to find developers experienced with CI/CD 14.9%
Brittle, complex toolchain 11.5%
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What are your top 3 challenges with managing
language dependencies and runtimes?

Security 14.4%

Runtime inconsistencies 19.5%

Lack of reproducibility 13.6%

Developer onboarding 4.7%

Dependency management 14.8%

Cross platform issues 7%

Compliance with policies & regulations 11.7%
Approvals for 3rd-party code 14.4%

15 20

Page 26



ACTIVESTATE CI/CD SURVEY
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How do you currently manage language runtimes
for your CI/CD workflow?

We use base language environments provided by the
0S vendor

We use base language environments provided by the
Cl vendor

We containerize the base language, dependencies &
source code

We containerize the base language & dependencies
Unsure

0S/platform vendor environments

N/A

We use containerized environments

We use containerized language & dependencies

We use Cl vendor environments

10

15

20

18.7%
13.7%
19.1%
16.2%
2.5%
3.6%
1.8%
13%
9%

2.5%
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Which major benefits of CI/CD have you realized?

Reduced need for manual testing
Reduced costs

Reduced backlog size

Increased test reliability
Increased developer satisfaction
Increased customer satisfaction
Improved team function
Improved code quality

Identify defects earlier

Faster release rate

Faster mean time to resolution
Easier maintenance and upgrades
Better test coverages

4.3%
5%
3.5%
8.3%
7.2%
6.3%
8.5%
9.7%
9.4%
11.7%
7.5%
8.7%
10.1%
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Which benefits of CI/CD did you expect but have

not realized?

Reduced need for manual testing
Reduced costs

Reduced backlog size

Increased test reliability
Increased developer satisfaction
Increased customer satisfaction
Improved team function
Improved code quality

Identify defects earlier

Faster release rate

Faster mean time to resolution
Easier maintenance and upgrades
Better test coverage

6.5%
7.6%
3.7%
7.3%
5.2%
5.2%
5.4%
8.4%
9.3%
11%
8.8%
9.9%
11.6%
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Conclusions

CI/CD is a key part of modern software development, yet no standard solution or definitive
methodology exists. Additionally, most organizations have yet to fully implement their chosen
solution, or fully realize the benefits from it. Some of the major problems organizations face
with their CI/CD implementation include:

" Hiring experienced CI/CD developers

* Inconsistencies between development and CI/CD systems
* Dependency management

= Synchronizing development and CI/CD environments

- Toolchain complexity and overhead

A cloud-based, unified toolchain for Windows, Linux and
macOS that supports Python, Perl and Tcl
implementations.

The ActiveState Platform A single, central source of truth for all runtime

can help organizations with environments, eliminating discrepancies between

many of these issues by development and CI/CD systems, and ensuring they can
providing: remain in sync.

The ability to pull a pre-built runtime into CI/CD pipelines,
simplifying dependency management, promoting
consistency and speeding build times.

To learn more about the ActiveState Platform, sign up for a
free account and try it yourself, or read more about
ActiveState’'s CI/CD capabilities.
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ActiveState

ABOUT
ACTIVESTATE

ActiveState helps enterprises manage the complexity
and risk of using open source languages at scale,
while giving developers the kinds of tools they love to
use. More than 2 million developers and 97% of
Fortune 1000 enterprises use ActiveState to support
mission-critical systems and speed up software
development while enhancing oversight and
increasing quality. For more information, please visit
www.activestate.com.

g info@activestate.com n www.activestate.com

u @ActiveState m /activestate n /activestatesoftware





